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Top Wireless Threats

WIRELESS THREAT  DETAIL

roGue wi-fi hotspots 

(and Wi-Fi pineapples)
Can someone in your building by-pass all your Wireless Intrusion Detection Systems by 
opening a Wi-Fi hotspot which detours your data around your expensive Wi-Fi anomaly 
detection?

wi-fi pineappLes Wi-Fi Pineapples can insert themselves into legitimate Wi-Fi networks, and can be used 
IRU�0DQ�ΖQ�7KH�0LGGOH�DWWDFNV�WR�VQL�QHWZRUN�WUDɝF�DQG�VWHDO�FUHGHQWLDOV�

BLuetooth  

Data exfiLtration 

(tethering)

%OXHWRRWK�WHWKHULQJ�FDQ�EH�XVHG�WR�SDLU�D�QHWZRUN�GHYLFH�ZLWK�D�FHOOXODU�GDWD�SDWK��H�J��
�*�/7(��ZKLFK�E\SDVVHV�\RXU�WUDGLWLRQDO�QHWZRUN�VHFXULW\��+RZ�GR�\RX�GHWHFW�ZKHQ�
someone starts Bluetooth tethering in your building? How do you avoid false alarms 
when the Bluetooth is only being used to connect a headset?

eavesDroppinG/ 

surveiLLance Devices 

(e.g. conference room bugs)

Voice and motion-activated bugs cost as little as $20 on eBay.® These devices are getting 
VPDOOHU��\HW�ZLWK�HYHU�PRUH�VRSKLVWLFDWHG�FDSDELOLWLHV��7KH\�FDQ�H[ȴOWUDWH�YRLFH�DQG�YLGHR�
across multiple radio bands, using FM, cellular and/or Wi-Fi.

vuLneraBLe  

wireLess peripheraLs 

(mice/keyboards)

/RZ�HQG�ZLUHOHVV�NH\ERDUGV��HYHQ�IURP�WRS�PDQXIDFWXUHUV��DOORZ�VQLɝQJ�RI�NH\VWURNHV�
out of the air from 250 feet away because they do not implement encryption. A vulnerable 
wireless mouse dongle can expose the computer to an external attack through keystroke 
injection. Once the computer is itself compromised, it can expose the larger network to 
insider attacks.

unapproveD ceLLuLar 

Device presence

Many organizations have a “no cell phones in this area” policy to comply with regulations. 
Ensuring that policies are maintained is key for security.

unapproveD  

wireLess caMeras 

(using Wi-Fi and  
other protocols)

Inexpensive wireless cameras are great for security when your security department 
installs them. But if someone else installs them then they can be used to plan security 
breaches. know every camera operating in your facility and whether it works for your 
security team or someone else.

vuLneraBLe wireLess 

BuiLDinG controLs  

(e.g. default credentials)

Many new pieces of equipment ship with two consoles: Ethernet and “Radio Ready” 
Consoles. You know about your Ethernet console but is there another console on your 
HTXLSPHQW�VHW�XS�ZLWK�GHIDXOW�FRQȴJXUDWLRQ�DQG�EURDGFDVWLQJ�IRU�LQVWUXFWLRQV"

unapproveD 

iot eMitters

New thermostats and building sensors often have multiple data radios. Wi-Fi is the one 
\RX�NQRZ�DERXW��%XW�LV�\RXU�VHQVRU�DOVR�WUDQVPLWWLQJ�RQ�RWKHU�IUHTXHQFLHV�OLNH�=LJ%HH�
�VKRUW�UDQJH��RU�/R5D��XS�WR���PLOH�UDQJH�"�:KDW�GDWD�LV�EHDPLQJ�GRZQ�WKH�VWUHHW�WKDW�
you don’t know about?

vuLneraBLe BuiLDinG 

aLarM systeMs

Many Window, Door and Motion detectors can be ordered to “pay no attention to the 
man climbing in the window” by someone carrying a $10 radio jammer, or $300 Soft-
ZDUH�'HȴQHG�5DGLR��ZKLFK�FDQ�DOVR�VLPXODWH�DQ\�DODUP�HYHQW��6HFXULW\�SURIHVVLRQDOV�
need to be alerted when someone attempts to jam any part of their alarm system.




